HOOKED ON SCROLLING

At National Online Safety we bellave In empowering parents, carers and trusted adults with the informatian they need to hold an Informed conversation about online safety with their children, should they
imhlam is a hugely popular social networking app with over 1 billlon users worldwide. The app, which is
accessible on 05 and Android devices, allows users to upload images and videos to their feed, create intaractive
online‘galleries’ If thelr account Is not private. To mak::om easier to find, users can incdude searchable hashtags
@ and captions to their uploads. That's why we've created this guide to help parents and carers understand tc:?y
what Instagram is about.
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stories) exchange private meua%‘u or search, explore and follow other accounts dux‘hke_ Images and videos can
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FILTER INAPPROPRIATE COMMENTS

Instagram has an ‘anti-bullying’ filter, which hides comments
relsting to a pesson's aﬁgearau(e or charactet as well as
threats to a person’s wellbeing or health. The filter will also
alertInstagram to repeated problems so that they can take
action against the user If necessary. This Is an automatic filter,
which should always be enabled. Children can also report
abustve behaviour or Inappropriate/offensive material
directly to Instagram from the app. This includes posts,
comments and accounts.

TURN OFF SHARING

Even though this feature will not stop geogle from taking
screenshots, It will stop others being able fo directly share
photos and videos from a story as 3 message to another
user. This faature can be tumned off In the seftings. We also
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MANAGE DIGITALWELLBEING

If your child recalves a message from somebody they do not Instagram now has an In-bullt activity dashboard that allows

lnow, encourage them not to accapt thelr message request users to monitor and control how much time they spend on

and ‘block”this persory this is the only way to stop them the apgl. Users can add a ‘dally reminder”to set a limit on how
messaging your child again. Children can also ‘tap and hold” much time they want to spend on Instagram, prompting

the Individual message to report It directly to Instagram as them to consider If Its been too long. In addition, once users
well as reporting the account ftseif have caught up with all the erevlous posts since they last

logged on&t’hev‘ll recelve a“You've completely caught up”
LOOKOUT FOR#ADS

message. Both features can help you have a conversation
with your child about how much time they are spending on

In 2019, the UK's Competition and Markets Authority
launched an Investigation into celebrities who were posting

the app and to set healthy time limits.
adverts on soclal mesdia and not dedaring that they were PROTECT PEBONAL lNFORMATION
paid for. Influencers must clearly state that they have been
paid for their gosu, for example using a hashtag like #ad or Your child may unlmowln?ly lve away personal
#sponsored. Teach your child to look out for the signs of a Information on thelr profile or In thelr live streams. Talk to
pald post/advert and discuss with them that not everything them about what their parsonal information Is and make
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RESTRICT DIRECT MESSAGES

they s=¢ from celebmlexll s'lhelr personal cholce and
nien.

MANAGE NEGATIVE INTERACTIONS

I your child is recelving urnwanted or negative comments,
they can block that account so that they can't Interact with
them. This stops them seeing and commenting on their
posts, storles and live broadcasts. In addition, your child can
Insung*delele unwanted comments from thelr posts, tum
them off completely and control who can tag and mention
them In comments, captions or storles, from everyone, only

sure that they do not disclose anything Including their
location, to anyone during a livestream, comment, direct
message or any other tool for communication on the

platform, even to thelr friends.

USE A PRIVATEACCOUNT

By default, any Image or video your child uploads to
Instagram Is visible to anyone. A private account means that
you have to approve a request If somebody wants to follow
you and only people you approve will se€ your posts and
videos. Children should also us= a secure password and

recommend tuming off the feature which automatically
shares photos and videos from a story to a Facebook
account.

REMOVE PAYMENT METHODS

If you are happy for your child to have a card associated
with their Instagram account, we su 2?951 adding a PIN
which needs to be enterad before making a payment; this
will also help prevent unauthorised purchases. This can be

ided In the payment settings tab.

DON'TFORGET TOBE VIGILANT & TALKTO

enable a two-factor authentication to add an axtra layer of

le they follow, or no t
Pecpie iy to Xfiooneata security to their account.
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*NEW FOR 2020* INSTAGRAM REELS

Instogram Reals is the latest update fram Ins am that
gives users the ability to record and edit lS-ueg)n%' multi-clip
videos with oudio, effects, and new creative toals. it is the
opps answer to TikTok and can be accessed via the Stories
feature. Reals con be shored with friends and family,
howevar, if your child hos a public account, it could be shored
wider via ‘Explore’ and viewed by millions of strangers online.
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Users of this guide do so at their own discretion. No lability Is entered Into. Current as of the date of release: 03.06.2020




